Abstract-Wi-Fi an acronym for wireless fidelity is a wireless networking technology that allows computers and other devices to communicate over a wireless high speed Internet and utilizes one of the IEEE 802.11 wireless standards to achieve a wireless connection to a network. Every device has a unique MAC Address used for identifying devices connected over Wi-Fi. Since virtually every device now in the market is Wi-Fi capable, MAC address can be considered as a universal identifier. This paper proposes innovative approach to use the MAC Address as an authentication method.
I. INTRODUCTION
Mobile and wireless communications applications are fastest growing most vibrant technological areas in the communication field and there is a clear impact on improving the quality of life of mankind. The telecom sector has now transformed almost all applications from cell phones to wireless internet to home and office devices, from wired into wireless communication. The Internet of things and other advanced wireless communication environments represent the future technology and evolutionary development step in homes, airports, hospitals, industrial, vehicular and transportation systems. An emerging research area in these environments has been the wireless ad hoc, sensor and mesh networks. The major advantage of Wireless communication is freedom of mobility and eliminates the need for cabling, but is inherently less secure and have to follow heavy regulation of the radio frequency spectrum. In addition to act as preferred means for connecting to the internet -at home, in the office, in hotels and at airports, WiFi also provides internet access for remote communities where it is deployed by volunteers in community-based networks, by operators in 'hotspots' and by municipalities in 'hotzones' [1] - [4] .
Recently there has been growing demand to have networks that permit access by wireless stations so that restriction of physical connectivity of the station to the transmission media is overcome. Wireless local area network as the name reflects is a local area network that uses wireless transmission medium and extends flexibility of mobility of the stations and find applications where cabling is not feasible or practical. Configuration of a wireless local area network is defined in terms of Basic Service Set, Extended Service Set, Access Point and Distribution System and the most widely accepted WLAN standard is the IEEE 802.11. The WLAN standards and Several basic services sets can be interconnected through a distribution system as depicted in Fig. 1 [5] - [7] .
Wireless local area networks have become popular because they can be easily deployed, portable devices are easily available and doesn't rely on wired Ethernet connections. A WLAN can be either an extension to a current wired network or an alternative to it. . In WLANs, malicious attacks have increased enormously because of the shared medium that wireless networks use to serve wireless devices [8] - [11] . The network of a LAN consists of a physical transmission medium which interconnects various stations of the network. The common transmission medium is shared by the stations connected to it. A discipline is followed by the stations so that every station gets fair opportunity to transmit its data and collisions i.e. two stations simultaneously accessing the media do not take place. Procedures for accessing the medium for signal transmission are called media access control methods. Media access control and addressing functions are implemented in the data link layer of the stations. These functions are in addition to the error and flow control functions of the data link layer. A discipline is built up among the stations of the LAN so that fair opportunity is given to each station to transmit its data frames. The MAC address exists in the data link layer as shown in Fig. 2 . For the media access control, the data link layer is divided into two sublayers. The media access control mechanisms are implemented in the media access control sublayer of the data link layer. The media access control (MAC) address identifies wireless devices in wireless networks and MAC based application has been discussed [12] - [15] . Reuse, Reduce and Recycle are the three R's of waste management. But we seldom apply these concepts in case of the technologies we produce. The best way to fully optimize our technologies is their re use. The most popular re use of technology will be of our phone lines. The phone lines were re used to provide Internet connectivity. In recent years new technologies are being produced every day, but usually they are only used for achieving one or two ends. This creates what we may call a huge amount of technological waste. A single technology if properly analyzed, can present itself as usable in different fields. This paper describes a novel use of a preexisting popular technology of login using unique MAC address.
II. WI-FI BASED LOGIN SYSTEM
In an Ethernet network the MAC address is used to uniquely identify each node (computer etc) on the network. Every packet broadcast over the network must contain the MAC address of the intended receiver to ensure packets get where they need to go. MAC Addresses are unique 48-bits hardware number of a computer, which is embedded into network card (known as Network Interface Card) during the time of manufacturing. MAC Address is also known as Physical Address of a network device. In IEEE 802 standard, Data Link Layer is divided into two sublayersLogical Link Control(LLC) Sublayer and Media Access Control(MAC) Sublayer. MAC address is used by Media Access Control (MAC) sublayer of Data-Link Layer. MAC Address is word wide unique, since millions of network devices exists and we need to uniquely identify each. MAC addresses are generally assigned by the vendor/manufacturer of every network interface card (NIC) developed. They are implemented in most network types, but unlike IP address, MAC addresses are permanent and can't be changed. A MAC address is created using the specifications provided by IEEE. MAC Address is a 12-digit hexadecimal number (6-Byte binary number), which is mostly represented by ColonHexadecimal notation as shown in Fig. 3 . First 6-digits (say 00:40:96) of MAC Address identifies the manufacturer, called as OUI (Organizational Unique Identifier). IEEE Registration Authority Committee assign these MAC prefixes to its registered vendors. Therefore, using a packet sniffing tool it is quite easy to extract valid MAC addresses "off the wire". Once you have the MAC address, as you already know, spoofing the MAC address is even easier.
III. AUTHENTICATION
Every device has a unique MAC Address used for identifying devices connected over Wi-Fi. Since virtually every device now in the market is Wi-Fi capable, MAC address can be considered as a universal identifier. Now this presents a huge plethora of opportunities. This MAC Address can be used as an authentication method.
Fig. 4. MAC authentication process
Authentication is the important component of wireless security. Network authentication is essentially client access control. Before a client can communicate with a wireless access point, it must authenticate with the network. There are two basic forms of authentication: server-based and preshared key (PSK)-based.
Most enterprise networks have at least one authentication server, usually running a Remote Authentication Dial-In User Service (RADIUS). WPA2 Enterprise network security makes use of the IEEE 802.1X port-based authentication standard and consists (a)Supplicant which is the client wireless devices accessing the network, (b) Authenticatorthe wireless access point that controls what a supplicant can access and (c) Authentication server -the server that provides an authentication service (usually RADIUS) to the authenticator. 
IV. APPLICATION
A simple scenario can be recreated to represent the usefulness of this concept. Consider a person wants his computer to be locked automatically as he leaves his house with his mobile phone or tablet. A program can be designed to check the presence of the MAC Address of a specified device after every short interval. The computer can act as a Wi-Fi hotspot, and check the presence every say 10 minutes. A typical Wi-Fi device has a range of 32 m; this would ensure that the device is not locked even when present in the same house.
V. BENEFITS
The major benefits of Wi-Fi based login authentication are 1. No external equipment -The foremost advantage of this concept is that this authentication method uses the most general equipment and there is no need for any external equipment. Usually authentication methods like fingerprint require the purchase of external equipment whose compatibility and platform independence is often tricky. 2. Margin of error-The other advantage is low margin of error. The major drawback with modern authentication methods like face recognition is their low accuracy. The face recognition method also requires recreating the same conditions as the pre fed image, which is not always possible. With the mac address method, the computer just has to match the MAC addresses available to the MAC addresses authorized, which is highly free of errors. used by devices usually in a home to access the Internet. So there is usually no need of separately switching on Wi-Fi, whereas in case of Bluetooth it is rarely used and to keep connected constantly through Bluetooth will be a huge power drain. This authentication method is not revolutionary, but its beauty lies in the fact it uses the most common profiles already present on majority of devices. Though not feasible for industry or large-scale applications, it can used for small-scale home uses. Every programmer can use it in a different way for different authentication purposes. Though it still has some challenges we need to overcome
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VI. MAJOR CHALLENGES
The major challenge is the MAC Address duplication. Since MAC Address is sent unencrypted over Wi-Fi networks, anyone can access the MAC Address of all the devices in the network. These addresses can be easily broadcasted from a different device. This security flaw makes it unsuitable for high-level security VII. AT LAST Due to relatively less security of the MAC Address, this method is not very suitable for high-level encryption. But it is apt for small home computers security as an alternative security method. This authentication system has high level of opportunities if they are suitably harnessed. 
